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* Dependent items

* Limitless preprocessing of collected data
e Efficient monitoring of network devices
* Parallel processing of alerts

* Elasticsearc
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Master ltem

l Dependent items

Simultaneously

Dependent Item Dependent ltem

Dependent Item Dependent Item
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Dependent items

ltem  Preprocessing

ltem  Preprocessing

Name
Name | Nginx Active
Type | Dependent item s
Key Type [ Dependent item ¢]
Master item Select Key nginx.active

Type of information | Numeric (unsigned) ¥

Master item = Nginx Status: nginx.status[{$URL}] Select
Units
. . ) . N
History storage period | 90 Type of information | Numeric (unsigned) 3
Trend storage period | 365d Units

Show value = As s #) show value map; Uiatans atarnmn narind | GNA
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Item data

Enqueue item value in
preprocessing queue ‘

Add result to preprocessing

Preprocessing manager

Process dedicated to engueuing of item values and
distribution of preprocessing tasks among
preprocessing workers.

Send value to unoccupied
‘ preprocessing worker ‘ queus
Preprocessing n Preprocessed B
task

Execute preprocessing steps |

Preprocessing worker

FProcess dedicated to execution of preprocessing
Eieps.

ZABBIX
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Structured Data

Json/Xml

Zabbix Agent preprocessing

Zabbix Trapper Regular

SNMP

Zabbix Database

>

Arithmetic
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Nginx Status Monitor

* Nginx+Nginx-module-vts D emo
e Zabbix Agent+UserParameter
» Zabbix preprocessing
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https://github.com/vozlt/nginx-module-vts

APl Status Monitor

* Http Status API De MO

e Zabbix Agent+UserParameter
» Zabbix preprocessing
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MIB Browser

5,

i iReasoning MIB Browser

e

File Edit Operations Tools Help

Wizard Name a
Address: |ser\rer lVI Advanced... 0OID:|.1.3.6.1.2.1.2.2 l'] Operations: [Get Subtres VI & co

[ snwop wss Name/OID | Value
ﬁ MIB Tree = | [fIndex.1 1
1 [Findex.16777219 16777219

ooe Interface {#IFNAME}{#|FALIAS}): Bits received

E...gﬂgjlzlt}ws.iso.org.dod.internet.mgmt.n Do 1 MS TCP Loopback interface B .
o v fDescr. 16777219 Realtek RTL8139/810x Famiy Fast Ethernet NIC S oo Interface {#IFNAME}({#IFALIAS}): Bits sent
@ sysDescr FType.1 24
- sysObjectID FType. 16777219 G . ]
@ sysUpTime e 1500 ooe Interface {#IFNAME}{#|FALIAS}): Inbound packets discarded
& sysContact ifMku. 16777219 1500
& sysName ifSpeed.1 10000000 .
- syslacation S cpeed. 16777219 eoe Interface {#IFNAME}{#IFALIAS}): Inbound packets with errors
- sysServices ifPhysAddress. 1
2= inkerf ifPhysAddress. 16777219 000 030A DXEB %30 OXE6 00D
T e fhdnisizbs. AOENOEN®E | es  Interface {#IFNAME}({#IFALIAS})): Interface type
e FAdminStatus, 16777219 [ CENEREISETS SN Py 5|
=} iFEnkry ifOperstatus. 1 () - . l
@, findex Foperstatus. 16777213 | (B) Rotate  [#] Refresh &) Export Pl cee Interface {#IFNAME}{# FALIAS}): Operational status
@ D ifLastChange. 1
- :FTes:r ifLastChange. 16777219 1 2 ) i
i FInOctets. 1 iFIndex I 16777219 | ese Interface {#IFNAME}{#IFALIAS}): Outbound packets discarded
- it FInOctete 16777210 |FDescr M5 TCP Loopback... RealfekRTLE139). 4
o 'FSEEEEM v [FInUcastPkts. 1 FType 24 6 . .
) : [ o] | [frnvcastpies.is777210 it Jis00 1500 T Interface {#IFNAME}{#IFALIAS}): Outbound packets with errors
FInNUCastPREs. 1 Fspeed 10000000 100000000 m{_
Mame ifTabls i ifPhysAddress 00-0A-EB-80-66-
FInNUcastPits. 16777219 ifPhy:
oI 1.3.61.2,1.2.2 :FI:Dis::ds.ls iFAdminStatus up up ese Interface {#|FNAM E}({#|FAL|AS}): Speed
ik EEE O S FInDiscards. 16777219 ifOperStatus up up
Access not-zccesmble fFInErrors.4 ifLastChange 0
gz LR FinErrors.16777218  |FinOcters 22?025?
Del?\u'al || [fINUnknownPratos. 1 : -
.is0.0rg.dod.internet. mgmt. mib-2.inkerf aces.if Table 9:35:56 AM 13M aof 14M fi
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snmpwalk

[root@localhost etc]# snmpwalk -v2¢c —=c 11 = =m: 14, >I0L.7""F, 2%

SNMPv2-MIB: :sysDescr.@ = STRING: Huawei Versatile Routing Platform Software
Software Version: VRP (R) Software, Version 5.160 USG6300 V500R001C30SPC100
Copyright (C) 2014-2016 Huawei Technologies Co., Ltd.

SNMPv2-MIB: :sysObjectID.® = 0ID: SNMPv2-SMI::enterprises.2011.6.133.23
DISMAN-EVENT-MIB::sysUpTimeInstance = Timeticks: (1758569421) 203 days, 12:54:54.21
SNMPv2-MIB::sysContact.® = STRING: R&D Huawei Technologies Co.,Ltd.

SNMPv2-MIB: :sysName.® = STRING: USG6300

SNMPv2-MIB: :sysLocation.@ = STRING: China

SNMPv2-MIB: :sysServices.@ = INTEGER: 78

IF-MIB::ifNumber.® = INTEGER: 18 S n m pget

IF-MIB::ifIndex.1l = INTEGER: 1

IF-MIB::ifIndex.2 = INTEGER: 2

IF-MIB::ifIndex.3 = INTEGER: 3

IF-MIB::ifIndex.4 = INTEGER: 4 e . )
IF-MIB::ifIndex.5 = INTEGER: 5 [rOOt@localhOSt etC]# Snmpget -v2C —C Imalb s 1 B 1%."4% IF-MIB::ifDescr.3
IF-MIB::ifIndex.6 = INTEGER: 6 IF-MIB::ifDescr.3 = STRING: Consoled/0/0

IF-MIB::ifIndex.7 = INTEGER: 7

IF-MIB::ifIndex.8 = INTEGER: 8

IF-MIB::ifIndex.9 = INTEGER: 9

TE_MTR: s ifTnAdav 1M — TNTELFD: 12
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Alerts Pipeline

@ 2 3 @

Trigger Action User&Media

ZABBIX 215




Mdeia

ZABBlX Monitoring

Inventory Reports Configuration

Administration

General Proxies Authentication User groups (LT Media types Scripts Queue
Media types
Name | weixin
Type | Script —
Script name | weixin
Script parameters PARAMETER ACTION
{ALERT.SENDTO} Remove
N
|
WA {ALERT.SUBJECT} Remove
{ALERT.MESSAGE} Remove
Add
Enabled

[ Clone l [ Delete ] [ Cancel ]

Permission

chmod a+x xxxx
su — zabbix

ZABBIX 13 of 15




Action&Conditions

Actions

Action Operations Recovery operations  Acknowledgement operations

Name | Report problems to Zabbix administrators

Type of calculation | And s AandB
Conditions | gbel Name
A Maintenance status not in maintenance
B Host group = Linux servers

New condition
Template %/l = 3| type here to search

Add

Enabled

l Clone l | Delete l | Cancel |

Action

Remove

Select

ZABBIX .




Return code

p4Y2121p.d Monitoring Inventory  Reports

Configuration  Administration

Audit A

Action log

Time Action
2017-08-16 Report problems to Zabbix
13:28:12 administrators

AlertScript  john.doe (John Doe)
john.doe@ny.datacenter.com

Type Recipient

Q,  Hshare ? 2

Message Status

Info

Subject: Failed [H

OK: Version of zabbix_a
File "jusr/lib/zabbixfalertscriptsialertscript.py”, line 3
Message: def send_notification()
Trigger: Veersion of zabiy, A
Trigger status: QK SyntaxError: invalid syntax
Trigger severity: Informe..._
Trigger URL:

Item values:

1. Version of zabbix_agent(d) running (Zabbix
senver:agent.version): 3.4.0

2. "WNENOWN* (*UNENOWN**UNKNOWNY): *UNKNOWN*
3. *UNKNOWN?* (*UNKNOWN**UNKNOWN*): *UNKNOWN*

Original event ID: 256

Displaying 1 of 1 found

Zabbixi8 4.0. S@A01-2017, Zabbix SIA
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Elasticsearch

zabbix_server.conf

HistoryStorageURL=http://test.elasticsearch.lan:9200

HistoryStorageTypes=str,log,text zabbix.conf, P h P

ten_suo_oom_n global SDB, SHISTORY;

S =551 R -+ B 150 53 R o0 B o0 R e’ // Elasticsearch url (can be string if same url is used for all types).
. SBBpUBT] _type: values _index: str _score: L SH ISTO RY['ur||] — [

4 temid: 28,375 wvalue: 1.10.3 clock: 1,522,027,494 ns: 537,359,004 ttl: 7,776,000 _ids SwXOX2IBMiLzZSB

o s s 'uint' => 'http://localhost:9200’,
et g N4 'text' => 'http://localhost:9200' ];
// Value types stored in Elasticsearch.
SHISTORY['types'] = ['uint’, 'text'];
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Deploy

https://github.com/zabbix/zabbix-docker

e zabbix-agent - Zabbix agent

e zabbix-server-mysql - Zabbix server with MySQL database support

e zabbix-server-pgsql - Zabbix server with PostgreSQL database support

» zabbix-web-apache-mysql - Zabbix web interface on Apache2 web server with MySQL database support

e zabbix-web-apache-pgsql - Zabbix web interface on Apache2 web server with PostgreSQL database support
e zabbix-web-nginx-mysql - Zabbix web interface on"Nginx web server with MySQL database support

e zabbix-web-nginx-pgsql - Zabbix web interface on Nginx web server with PostgreSQL database support

» zabbix-proxy-sqlite3 - Zabbix proxy with SQLite3 database support

e zabbix-proxy-mysql - Zabbix proxy with MySQL database support

» zabbix-java-gateway - Zabbix Java Gateway

e zabbix-snmptraps - Additional container image for Zabbix server and Zabbix proxy to support SNMP traps

ZABBIX .



https://github.com/zabbix/zabbix-docker

Monitor

https://github.com/monitoringartist/zabbix-docker-monitoring

e Zabbix-Template-App-Docker.xml - standard (recommended)
e Zabbix-Template-App-Docker-active.xml - standard template -

e Zabbix-Template-App-Docker-Mesos-Marathon-Chronos.xml - -

LoadModule=zabbix module docker.so

docker run \
--name=dockbix-agent-xxl \
--net=host \
--privilegad \
-v [:/rootfs \
-v fvar/run:/var/run \
--restart unless-stopped \
-e "ZA Server=<{ZABBIX SERVER IP/DNS NAME/IP RANGE>".N
-e "ZA ServeriActive=<ZABBIX SERVER IP/DNS/NAME®"
-d monitoringartist/dockbix-agent-xxl-1imited:latest
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https://github.com/monitoringartist/zabbix-docker-monitoring

Zabbix on Kubernetes

Zabbix on Kubernetes

https://github.com/monitoringartist/kubernetes-zabbix

kubectl create -f zabbix-all-in-one-bare-metal.yaml|

....................................................

| ZABBIX ,

Zakbbix Server

g
s Docker hast
ZABBIX
Dockbix
Agent App 1 App 2 App 3 Appn
WKL container container container container
container

e
=)
e ),
Ly
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https://github.com/monitoringartist/kubernetes-zabbix

Partitioning Tables

https://github.com/itnihao/zabbix-book/tree/master/03-

chapter

Zabbix 3.4

https://github.com/itnihao/zabbix-book/blokb/master/03-

chapter/partitiontables gt zbx34.sh

Zabbix 2.4

https://github.com/itnihao/zabbix-book/blob/master/03-

chapter/partitiontables.sh

history
history_log
history_str
history text
history uint
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https://github.com/itnihao/zabbix-book/tree/master/03-chapter
https://github.com/itnihao/zabbix-book/blob/master/03-chapter/partitiontables_gt_zbx34.sh
https://github.com/itnihao/zabbix-book/blob/master/03-chapter/partitiontables.sh

SELECT PARTITION_NAME,TABLE_ROWS
FROM INFORMATION_SCHEMA.PARTITIONS
WHERE TABLE_NAME = 'history_uint';

Mon Mar 26 23:06:14 CST 2018
Warning: Using a password on the command ling interface can be insecure.
create_partition(zabbix history,p20180329,1522339200)

T . o + create_partition(zabbix history,p20180330,1522425600)

| PARTITION_NAME | TABLE_ROWS | create_partition(zabbix_history,p20180331,1522512000)

| pzo1sozza . o1 create_partition(zabbix history,p20180401,1522598400)
p20180225 0 create_partition(zabbix history,p20180402,1522684800)
p20180226 0 create_partition(zabbix,history_log,p20180329,1522339200)

20180227 0
520180228 0 create_partition(zabbix history_log,p20180330,1522425600)
p20180301 0 create_partition(zabbix, history_log,p20180331,1522512000)
p20180302 0 create_partition(zabbix history_log,p20180401,1522598400)
p20180303 0 create_partition(zabbix history_log,p20180402,1522684800)
g%g}gggg"g 0 create_partition(zabbix_history_strp20180329,1522339200)
p20180306 0 create_partition(zabbix history_str,p20180330,1522425600)
p20180307 0 create_partition(zabbix history_str,p20180331,1522512000)
ngiggggg g create_partition(zabbix, history_str,p20180401,1522598400)
520180 310 o create_partition(zabbix history_str,p20180402,1522684800)
p20180311 0 create_partition(zabbix history_text p20180329,1522339200)
p20180312 0 create_partition(zabbix, history_text, p20180330,1522425600)
g%g}gggﬁ 0 create_partition(zabbix,history_text p20180331,1522512000)
p20180315 a create_part!t!on{zab b!x: h!story_text__p201 80401,1522598400)
p20180316 0 create_partition(zabbix history_text p20180402,1522684800)
p20180317 0 create_partition{zabbix history_uint p20180329,1522339200)
P2018031 0 create_partition(zabbix, history_uint,p20180330,1522425600)
p20180320 0 create_partition(zabbix, history_uint,p20180331,1522512000)
p20180321 0 create_partition(zabbix history_uint p20180401,1522598400)
p20180322 0 create_partition(zabbix, history_uini.p20180402,1522684800
20180323 0

gzolgo 321 4146 create_partition(zabbix, trends,p201805,1527782400)
p20180325 68640 create_partition(zabbix.trends, p201806,1530374400)
p20180326 37089 create_partition(zabbix.trends_uint, p201805,1527782400)
g%g}ggg%g 0 create_partition(zabbix.trends_uint,p201806,1530374400)
p20180329 0
p20180330 0
p20180331 0
p20180401 0
p20180402 0

o m e m - +

+
38 rows 1n set (0.00 sec)
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Elasticsearch

zabbix_server.conf

HistoryStorageURL=http://test.elasticsearch.lan:9200
HistoryStorageTypes=str,log,text

zabbix.conf.php

ten_suo_oom_n global SDB, SHISTORY;

i 5 i S0 o e e e // Elasticsearch url (can be string if same url is used for all types).
e e fand > SHISTORY['url] = [
o s G g 'uint' => 'http://localhost:9200’,
Blansiiiiaiesnaualitite. ¢ 4 B4 'text' => 'http://localhost:9200' |;
iy g i // Value types stored in Elasticsearch.

SHISTORY['types'] = ['uint’, 'text'];
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Thank you!
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